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Disclaimer 

This document gives certain information about products and/or services provided by Gallagher Group Limited 
or its related companies (referred to as "Gallagher Group"). 

The information is indicative only and is subject to change without notice meaning it may be out of date at any 
given time.  Although every commercially reasonable effort has been taken to ensure the quality and accuracy 
of the information, Gallagher Group makes no representation as to its accuracy or completeness and it should 
not be relied on as such.  To the extent permitted by law, all express or implied, or other representations or 
warranties in relation to the information are expressly excluded.  

Neither Gallagher Group nor any of its directors, employees or other representatives shall be responsible for 
any loss that you may incur, either directly or indirectly, arising from any use or decisions based on the 
information provided. 

Except where stated otherwise, the information is subject to copyright owned by Gallagher Group and you 
may not sell it without permission.  Gallagher Group is the owner of all trademarks reproduced in this 
information.  All trademarks which are not the property of Gallagher Group, are acknowledged. 

Copyright © Gallagher Group Ltd 2022.  All rights reserved. 
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1 Background 

This document will show you how to configure Command Centre and launch the NodeJS or ASP.NET Core 
sample integrations. These are designed to provide examples of things you might do on the server side to 
complement incorporating the Mobile Connect SDK into your mobile apps. 

This document assumes you have the REST API Licensed, configured, and have your API key. 

If you have not done this, please stop and follow the instructions in the Command Centre Configuration 
section of the document titled Mobile Connect SDK – Getting started with the REST API which accompanies 
this document. 

For full documentation and reference regarding the Command Centre REST api, please refer to the attached 
REST api documentation in the CC_REST_<version> folder which accompanies the Mobile Connect SDK 
Integration package. 

2 External System Configuration 

For the purposes of this guide, we will show how to load the API key into the sample integration websites. 

The sample integration assumes that you have created some test items within your Command Centre server. 
These are documented in the following sections, and in the README.md file which accompanies the sample 
integration source code. 

Note: These test items should not be needed for your own real integration. You will have your own personal 
data fields, access groups and other things which you should use in place of the test items 

2.1 Create Test Items for sample integration 

1. In the Command Centre Configuration Client, select the Configure menu, then Personal Data Fields. 

a. Create a new Personal Data Field. 

b. Enter Student ID in the name field. You can leave the Type and other settings at their default 

values 

2. In the Command Centre Configuration Client, select the Manage menu, then Access Groups 

a. Create a new Access Group 

b. Enter Students Access Group in the name field. 

c. Switch to the Personal Data tab and drag in the Student ID personal data field. 
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Note: This will allow the SDK sample to function, however cardholders you create will not be 

granted access at any readers. You may wish to add some Access Zones under the Access tab 

as well. 

 

3 ASP.NET Core sample integration 

1. Open the SampleIntegration folder that came packaged inside the zip file with this document, and 

then within that open the aspnet folder 

2. Open the GallagherUniversityStudentPortalSampleSite.sln file using Visual Studio 2022. 

Note: As this project is an ASP.NET Core 6 solution (targeting .NET 6 framework), you will need to have 

the latest updates applied to your Visual Studio 2022 installation. You will need at least version 17.3.3 

of Visual Studio. 

3. Open the appsettings.json file, and do the following 

a. Replace the "host" value with the DNS name or IP address of your command centre server 

b. Replace the "apiKey" value with the API key you created above. 

c. As we have not required client certificates in command centre, you can leave the entries in 

pace for "clientCertficatePfx" and "clientCertificatePfxPassword", they will not be active. 

 

4. Build and run the application. You should see a command prompt window similar to the following: 

 
5. Visual studio should automatically launch your default browser and load http://localhost:5000/. If for 

some reason it does not auto-launch, please load that URL manually. You should see the home page 

http://localhost:5000/
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of the sample integration site: 

 
6. Click I am an administrator to be taken to the administrator area. 

This area allows you to create and delete cardholders. 

7. By default you should see You have no enrolled students 

Fill out some values under Enrol new student and click Submit 

 
8. After clicking submit, the page should reload and you should see your new student in the list. Verify it 

has been created correctly using the Command Centre Client. 

Open a Cardholder Viewer, then search for the name you entered. You should see the cardholder 
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record with the correct name and personal data field values: 

 
9. Go back to the integration site, switch to the Students area, and log in with the student ID personal 

data field value, and associated password that you entered earlier: 

 
10. Fill out the Request new mobile credential form, then press Submit 

We recommend for sample purposes that you enter an email address but leave the SMS number field 
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blank as it is optional. 

 
11. You should be taken to the success page, which will show the invitation HREF containing the unique 

invitation code. In your external system, this is the URL that you need to send down to your mobile 

app, and supply to the phone-side Mobile Connect SDK to enable the phone to complete registration. 

 
Note: Creating mobile credentials requires that your Command Centre server has an active connection 

to the Command Centre Cloud 

 

You can verify the credential by switching back to the Command Centre Client. Note the added 

Mobile Credential under the Cardholder Cards tile: 
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4 Node.js sample integration 

1. Make sure you have node.js version 16 or greater installed. 

2. Open the SampleIntegration folder that came packaged inside the zip file with this document, and 

then within that open the nodejs folder 

3. Launch a Command Prompt window within that folder. 

4. Enter the command npm install –save 

NPM should run for a while and should succeed with similar output to the below: 

 
5. Open the config.json file, and do the following 

a. Replace the "host" value with the DNS name or IP address of your command centre server 

b. Replace the "apiKey" value with the API key you created above. 

c. As we have not required client certificates in command centre, you can leave the entries in 

pace for "clientCertficatePfx" and "clientCertificatePfxPassword", they will not be active. 
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6. Run node server.js 

You should see output like the following 

 
7. Node will not auto-launch a web browser like Visual Studio does, so manually open 

http://localhost:3000 in your default web browser. 

 
8. The NodeJS sample site is functionally and visually identical to the ASP.NET site. 

Click I am an administrator to be taken to the administrator area, and then proceed with the same 

instructions as above from the ASP.NET sample integration 

 

Note: If for some reason you chose to run both the NodeJS and ASP.NET integrations on the same 

system, they will connect to the Command Centre server, however they each maintain their own local 

database of usernames and passwords. If you add a cardholder in the NodeJS integration, it will not be 

visible in the ASP.NET integration and vice versa.  

 

 

 

http://localhost:3000/
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